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Anonymous Handover Authentication Scheme Based on Identity-based Blind Signature for
Wireless Mesh Networks
XU Li*?, WANG Dongcheng'?, SU Binting'*, WANG Feng'*

(1.College of Mathematics and Informatics,Fujian Normal Univ.,Fuzhou 350007,China;
2.Fujian Provincial Key Lab.of Network Security and Cryptology,Fuzhou 350007,China)

Abstract: The strong mobility of wireless mesh clients incurs the frequent handover among multiple wireless mesh routers.In order to
overcome the problem that current handover authentication schemes cannot achieve high efficiency and privacy protection simultan-
eously,an efficient anonymous handover authentication scheme with privacy protection was proposed.The proposed scheme was based
on the idea of identity-based blind signature in cryptography.Firstly,the wireless mesh router sends its identity to the authentication
server to get a key pair that is used to generate the pseudo identities for the wireless mesh client.Secondly,the wireless mesh client
sends blind messages to the wireless mesh router to request the pseudo identities that is used in the handover authentication phase.Fi-
nally,the wireless mesh client sends a pre-acquired pseudo identity to the target router to complete the handover authentication.The
proposed scheme adopted identity-based cryptographic technology,which effectively reduces the whole network consumption caused
by the generation,management and revocation of the traditional public key certificate.On the other hand,through the blind signature
technique,the client only needs to use thepre-acquired pseudo identity for handover authentication.Using the pseudo identity could
protect the confidentiality of the user’s true identity information and the moving path,as well as the data privacy of the client.Security
analysis showed that the proposed scheme can satisfied the security requirements of mutual authentication,anonymity,revocation and

resistance to attacks.Performance analysis showed that the handover authentication process is achieved after two handshakes without
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pairing operations.Comparing with other schemes,the proposed scheme effectively reduces the communication cost and the number of

calculation times,lightens the load of authentication server,and improves the authentication efficiency as well.

Key words: wireless Mesh networks;authentication;data privacy;cryptography

T2k Mesh 4% (wireless Mesh networks, WMNs )
YER B — AR TCL W 2% 1) KR Z —, I JLAE) 32
IRAFAATHG AT FIRE A o W& 1 7R, WMNsH JE 2k
Mesh# 1 %% (Mesh routers, MR ) F1 JTC 2k Mesh % ) ¥
(Mesh client, MC) £H i, A, MRA4 T WMNSsH 4
T, HEAWNE S, b BA RSB
MCHE L W 28 45 A MR 55 o 515 G L4 M 48 BE A A L,
WMNs A7 i I 2 A | I 4% 44 ] 2R AR 1)
bR IR 4590 AT R g

1 FeékMeshM4:
Fig.1 Wireless mesh network

N T RIETCZMesh % 1 s 7245 2l i 72 Hh i 5 7Y
R i ORI SINTIR IS =AY N R S
¥ g 1 i AE % sl fe vh A 5 W e W L BOR B Fy
ST LATE DR TE V) 48 20058 14 [] Bof ks 2 im 5 P 7 1) 25080
B FA DR AP, B DL U0 e DA HIE DI 22 0 R — 1 & A
FECT 1) WU AIE . A AUMCE BAIE H FRMRIG 4 1%
PE, MR E B UEMCHY & 1 . 2) il B g v . 1)
HONIELS 5, MCH HARMRE A7 25 % 8, RAIE
PUGAF 14 2k . 3) BE A 58 T P BE A%, B
et B b, AR UIET A B AL % e 0
TEDNUE Y ) LS8 B 3 5 9k ] P B 24 Pk, RIVPE 6 2 55
P E 2 PERETRE T, IF B I ATy a2
NIIEA 6 g D4 R 1) o 4) FTRCE M o DGR IR 55 %
AR AN 222 T P 5 5 0 P, A R R G4 it 1)
28R 55 o 5) IRBT UL o REABHR BT A& Fh O AN X, Wl 2
YARPEEK,

S BMC I 22 A e s D) 48, A OG5 35 Bl 22 4
T2 e 7 O T AR I Lk
Mesh /¥ 4% (9 Y 48 AGIE 7 1T B Scilik[10-11705 %
BTN i B b T A A i L X IE 5, e

A5 Hb AR IR B SE | 2 5 DR R0%, H R X s 58
ARG g o P A BRORA TR A, AR ) 2 rp B TR
3 2 A AR M A 1 O 2, ARAR MO T A LS By
5B UL P 033 g o SCER[12-14]07 2 898 BE
RO YH P B, ik B bR, (H R X
PO R T AT A WX E B, SR
BT AR Y B AR, BG0 DAIE B ZE o SR
[15-1617 A LIRS H P BRAAATEE T, T
e B R PE X 2 B 1 T IAIERCR, (HaX sy &
FE V) A E o A v 28 /0 5 B2 5 3YR AR T4 RE 58 AR
VI GE o R, 39 m T AE AR, BB ik B
%

BE e 3 STk P A ) BRURA I 88 RN D) 45 DA IR
AR K S5 ) A, 3 T — Rk T B E &
2 BN UE 5 58 o 1 e, TR 55 R e 58 B —
WA M 2 5, 16 4R MRIE K H T Y18 15
&5 SR IG , AE DI 1 A T A a3 T e R
WIB 24 6 I 24 D4, BT B 224 R, fEIZ 0 e
T REAG SO D P i B B R T R ) R s
G4 S BT IR AT, UE IR B 42 8 A O SR RE AT SR
PP B RLRELAT 5 v I U RIOR

1 YIHRINER R

H T Mesh% P i P B9 s, i 1 DR IIE I 4%
MR 55 ik, e TE— B 2 4 i A0 D1 B DA B U2 AR
AVERN MHETHEMHEZES, FEREV R
B, BASMREB 9] A IE IR 55 %% (authentication server,
AS) k% ACH SME S, RIARLH  IAIEAR 55 45—
A T Internet)z, FH THAERZ A AIRSS - 2% 7 Ui
TEIEE — R AR A G, GG W) 2 m A AR
IR T NI GE R4 o fEFAER B, R
FLia] H bR A% AR RS B 44, il 2k R T
S RE C L 24 Dl 72 o AR B 25 B B B9 A% i, mT DA
HHEEAGHCOCMENE TSN ESEA TR, AN
T7 %R FIHe U T I B 5L T B0y 1 25 44 7 Rtk AT
H it
1.1 RGN

TE R G IR B Be, ASTAT %5 4H A= il B0k A il
HE ARV, S5 A & R RV AR 4 MR K& 1%
13k B B0 5 BN BN MRAE U T4 42 RNV, %
BHAR B R BT A 4 i S 80N IE1 297 7 . 1 5, ASTHEA
RESH SR)G , MRIWAS K 2% SR AR ERHCARVEAXT



150 TR SHA 5 50 %
MR AS :)MR :Mc
sesstE g PMEew
S 2 R

WeFtxeZ), tHH AP, =xP

HeEne Z; RO ke,

IDy=(IDys 1 111

h 4

ﬁiférezq, THEL R =rPAI
hip=Hy (IDy | Rye),
dp=(r+h;,"x) mod g

SRR Y jESkMR:(RMkt dpp)

{%ﬁSkMR
B2 ZHHREIRE

Fig.2 Process of key acquisition

SRS S

1) ASEERE R G S AU, B 2 4 (B it 2 L) S iAo R
B ASIEBE R Z B pRilg, E/F 2 LAEA BREUF, 1)
I 2k, et B ih R E/F, E B — A B Mgl s P,
A AR R INEREG, T HEE ) R EH, (0,1} X G —
Z;,Hz 0,1} — Z;o

2) ASTHE RGN FAAXT . ASHEALE £ — 1S4
x e Z,, fERRH, RIGTHE APy, = xP AT R GE
284, p,E/F,, .G, Py, Hy, H> ) o

3)MREASHREL H O 1A RV XT . MRIE £ Rl L
Bine ZZ, 5 B 0315 B Dy =(ID,slinllt,), & 3% %5 ASHE
WO T2 2 0 FAEH , Horbe Ry sl [R]85

4) ASH A MRITEAFAPIXT . ASHE] HA
MR 3% 3 R 0 B (5 B, BB € Z,, 115
Rug = rP Flhy, =H,(ID\r|IRwr) » dip = (r + hyp - x)mod ¢,
ZMRIY A skwvr = (Rur.din) s 285, ASHE 2 AL 38
i AF I R IL MR TR -1 o
1.2 BRAERWMNE

AT 5 Y [ R R 45 2 A IR S5 MR AT
ZH., ARBOH T U D uE 2 72 e fft H 1B 44 , i B Bt
JIT A& 4 9 ZHCIN K 3R o B 58, MCIEICK H MR
SHOFTE B L EAMR; SR 5, MR H 14 Bk
TTES A, fq, MCXH 24 7 5 IR15 i 5 1
B4 o AR ERANT

1) % 7 v 38 8 AT A% 48 DGR PR L, T IR 2
AWM XA BRIAT 58 , MCRIMRIL 2 — A~ 253
% B PMKycwr s MR AT A S 22 [8] 35 52 £ §F % 4]
PMKMR—AS o

reZ,, \WHR=kP

E”CPMKMC,MR (Rh 1Dy, RMR2

@
W, SE PR T
MR AR
o F%‘I‘i_
| ) P =R ®
| BERRI B e
' HE S 4s,
5 |
@ P
TolE 15 2 4 T R,
AL E R |
H (55 Rips R, m, IDyyg) @:

Fe B4 FIMCIT & B i
o BMRRIEL ASTRAT

3 BERELTIE
Fig.3 Process of pseudo identity acquisition
2)MCit i 5 MRS H ARG T I DI AGIE
4 o MR A AL ARV — K, R e )5,
B Mk FLR 55 I MRAR U 44 o IR U 44 1
AT

OMRAMCHHE T4 UE 11 B 1 S 5 MR
*Rﬁ?%z/l\ﬁﬁm%ﬁlkl € Z,;’ i=(1,2,3,---), ﬁ“%ﬁﬁz =kP,
8 i 2% 35 % B PM Kuc i X (Ri, IDyir, Rur) T 8 45
CMesl :EnCPMKMC,MR(Ei”IDMR”RMR) , 4% CMesl1 Zviiié’ﬁ\MCO

QMCHAEHHEIF L EAMRIEMEZ S
MCHE U BG , FH PMKycyr S 5% 3845 (R, IDy,
Rur); BE , MCPHEHLIE$EIH %*ﬂi&ai,bi,a’iﬁn% € Z;,
T hp=H,(IDyr|IR\w), Ri :aiﬁi+ﬁiP+7i(RMR+h1DPpub)’
hi =H,(m||R;) , m; = (b;||A) , Hra = aP; AR5, A
h; = (@ (hi+ ) mod g, FEAF FT I B (b Fo, - ) B3%
MR,

GMRYMCA % it K mHIHEH#HITHES Y
MR BB G, X B IH BT 4145 = (hdjp+
kymod g, K H A (51,5, 5) KIEHMC,

@OMCX B &2 AT E R R IE R4 .
MCHRBI B & A 5Z G, Wik 5 % 4 1A &tk
5P = hi(Ryw + hup Pous) +R;, M5 AT I, X E & 4
TR E s, = (;5;+Bmod ¢, HENE 5 124 Rig
fBL44 (51, Rwiws Ris i, IDyir)3 2R U5, MCHASES 22 9111
//gl DY El 2 E"J%ﬁ:}ﬂ:ﬁ?bﬂ%ﬁ‘cmc./\s = Ench“b(Ela §2,0 0
5, 1Dyc), Hetft, IDyc AMCIH) B S B E B, Bk %
ZAMR, T HIMRA % 45 ASHEA T 44 B IR A




523

W, S BT B E 24 I J0Z Mesh 9 45 1 44 DI AIE 7 5% 151

1.3 BINEME

MBS IR R 8 3 & P im i RS 8l , o T PRk
UF A AR 55, W20 U] 48k 2138 {7 BT i S 4P MR, A7 &
285 W UCHR Tk BE 52 M CI B e A E 3 78 FEAGIE
M S B E AT o B 96, MCEESE— -l (5 i i
I I MR 24 Ak 2 FLE SR U135 SRS, iZMRES
IEMCIER 44 19 A b, iR & 1k B MC R 3% 4 24 1iE
HACKHEG.

MC FMR

1 (8, Ryir> R, m, IDyg)

KA e B CAH,
IR IIERE A4 1A R

sP=h (Ryrthp Pow) TR,
T SLSTK=cA%: B % 0| 2)

FE N R IE4MC
< (crvr> Cs i)
3) | SLSTK=aC, %
IS IE 25 44 1A bk
% FLESERMHSTK \

4 BINEERE
Fig.4 Handover process

BB BRI

1) MCI# 3 % 2% T3 56 3R A5 1 1 44 T8 SR D4 AGEE .
MCHEFE I8 15 1 it fe 4 IO MRIEA T U138 K, MCE %%
B Z 1T 3R AT BB 44 Y — > (5, Ryw, R, m, IDyg) 52 3%
25 HAFRMR (LB B Fofs H AR MRAK M FMR) , i 5K
A

2) FMREHIEMCH) 5 I D E & 77 SR VFMCHY 3
AL I HIMCIER] A & 598 1 . FMREZWCE] T 2
J&, e, KA R A4 R G B, n R 44 B fd
TEEMCIEA, WRAR A AR ARG (D) RS 24 1)
A RE, 2 HACH SRS A A TEIMCR SIE R, 4
FEFMCHIHEATGT K o 368 , WEHEREHL KL € Z, 5 I} [1]
B, THAC =cP, 4R T Bom T B ATH S I I 25 15 25
PASTK = cA SRJE , JHZ BT B ASAE B3 A5 1Y L4
1% %1% opr = ¢+ HiReglICII2)- dyp . HISTK N %
cevr = Encsri(0pur Il DevilIRewr) 5 ij’I%(CFMR’Cst_S)ﬁ%
HEMCIER A S B & .

sP = h(Ryg + hipPpu) + R (1)

/ﬂ\:qj , h=H,(m|IR), h;p = Hl(IDMR”RMR)oﬁ( 1) E’g/EJZ[K
TR

s =a5 +fmod ¢q,
SP=(a5+B)P = (a-(h-dip+k)+B)P=

(a- (@' (h+7y))-dip + k) +B)P=

(@-k+(h+y)-dip+PP=

(-k+h-dip+y-dip+PB)P=

(h-dip)P+(a-k+7y-dip+B)P=

h(Ryg + hypPpy) + R

3)MCHHEFMR Y & 12 P g J2 5 e A 45

MCHMENE B 5, BEIH S TK = aC, HISTK %
IRAF (0 evrs IDevirs Renir) 5 P8 5, B0 1IE 25 24 19 A R 1
o P = Hi(RevwlICII1)-(Rewir +hipPyy) +C, Hr gy, =
H,(IDgyl|Reww)» 24 HAX S 55 20007, BRgS R @ a8, )
IEWIFMRE G /), 2 A . ZRMCHE T 5
FMR#200 42 T35 fE 52 B UI 3 A IE

2 ZESMH

VEE 07 22 b, 2 7 v 38 3k 22 i AR B R
FHE H OB B0 A S0, F TR B S5 %
BH 1 I BL AR A A 5 7 it R % 2 OO BRI, BT
ToEIHE T, & P e R 44 ik 26 H O
SEA B FNAZ BT B R4, T TR OB TAGIE | % 81
Php e e T A4 TR | B X AR T %
WATL 20T .

2.1 WEHAE

Y IE T A2 7 ZMesh i H #5 AlMesh % ) Vi 4H
HHAR T B AR RV AR R A AR
TP, MO R YT 25 FOMRES, 155, 1 B AR
MR (FMR ) & 3% & 24 3R BB B 3R 15 1) & 28l HoAth
MR%ZﬂE@{EZ(S,RMR,R,mahID)LJi%ﬁ*Tﬁ/\méﬁ,
FEXFFMRIEATHE AR . 24 FMRIZULETY BUS , FREEHT 2
FIBAA R, I HRER (D) B4 A sk, 1
AW UEH i A F R IZEMCIE A1 85, FMRAT H
C M ASIRTS % 1T 44, I HARPE Diffee-Hell-
man 3¢ e 3K 15 14 X FR %% 40 X 45 24 547 % & 3k 4
MC, Y4 HLAY 4 RE fife 25 AR A5 25 44 DA L 2 42 56 IE g 3 1k
A REUE B FMRJE A 15 19 o (X 5k a8 3] T & 7 i A1 %
AR XL IAGIE o
22 ZHEMEREMN

i1 T TR IAE B B, S5 5 1A A I B 22 0% %%
S TK 28 1 Diffee-Hellman 5 £H 22 ¥ i 3R 1519, FH
Tt E &GS TK I FENLECH HMCHIMR B O£,
Fir Lk, HAMCHIMRA GBI HH S TK, B4 RO IE
SRR e
23 E&M

EARTTER, AT EZEA HPITENENL
55 % P v ) LS B AR BRI Bom R S 1T T



152 TRERp A HEOR

% 50 &

M PRI E A A, W E 4T E S RS
HRASEEAWESEIT TR LB THA A
c, Hf AR A R B Re A 2 S B LA H
THERATE 24, MHX L 8 5 U1k f & -
s B4, Br TP A O, HAEE IMEEE
OGRS Sk , IF H 2 P o B IR YT 40 DA UE At FH 1) i 44
HBIE AR, B LSk RE S B P 1 B O BE 44 T A,
BB T R 2 AST AR, A ASBEEH Ryr 5
MR i 23K, FLID e s MRS AL b 25 AR A7 1,
B FH A MRIE TG 2538 1 5 24 F Wz ey 8 &
AR i by i D) 2k ke 1), B DAAS 5 6 HLA 5
2
2.4 TFIHIEEM

T B A7 B4 Ry 3502 FHASTZ AR 1Y, BT LAASTHT LA
ST MR A 45 FIRUEY o T 2 MC I MR SR 44 2
J&, AR 45 A OB {5 8 R g 1 77 =X
i I 2T A B MR K 3% 45 ASHEAT IR 44 T, BT LA
ASHE AT L SE X MO B 2 MRS
25 MWEHEM

TE TC 2k Mesh 5 £ 38 15 Hv, 2 BH 1157 W7 35 47l 3 2]
T 15 A B A0 2 AR TRE G, BIRE RE AR A 2 X
VIEESZ I AEAR T S8R, B3 Wr B SR B 5 4 AR 2 FH P
A B, (HU2, [N R A 18 38 {5 A A 40 38 ik
g e =k %, r DA R S 3R 20 400R L, 1 %
WA RE i 25 3R A5 B SCEDE A5 2

D¥rE ST FEE B, B B AR A T R
BLEL, I H 38 o 807 2 24 {1 FH Pk -0 24 1 O =
E, A T U DGR 1 44 #R AL ARV — I, BT
DLEE B 3 BN BE S O 6 E, I HLCR AR i
WA RIS TK  2) Firp Al A sty FFiE
SR HASTK S E IR ATER A2 T, BUH T
HHESIEEHWS S FEEIEAE D, Wtk
WERH A C BN P, e DLl & ol 8
TS TR S E0 T 5 I B 25 3541

3 HBESHT

DI DAAE BSOS A2 PR UE B S AR i 7 % 4
P, i AR IR F 9 2R A A UE I 3 o i ELA
SCT7 SRAE AR UE DI DA IE ) 22 A P A UERCR (9 T 4
T, AR T AP RS T

i A T B B AL, BEAT S8 s 2D B A R 45
R G TARGL AR B AR A A8 B AR T AR Y
TG o U TR0 7 S 1 YR A, D5 iR AR At
55 I MR AR U] T8 WD) Bl e 19 i 44 o 5 S0k
[6,18177 Z& X L, X 4675 SR 2 5 ASHAT AL H, 3k
BOHF R R UI e AR 45 , AR 48 Hh A 07 S8 A0S T

B ASHI T4 L1 82 T MR, iE MR N % 5 i 1 R
%, XAEREAR B ASHY Bk, B KR LA
Mesh ¥ £ FIMR A P BE . If B H T ASXT TMCI 5 /&
T2 Bk Z AN, T2 AT RE A BIMRJE —BEAY, BT LA
REI BRI .

B FA R 1 f B M R B AR SO 2 5 Hofth 2
A B O 22U IR He e S5 R R 1
N o BT 87 B (132 B0 T U040 DA IE (9 B 22 52 M AR /)N,
F T G B WX 12 Pairng (T 7R ) M
iz HECC(H TR AR ) BT RE T, VU I 44
PR 5 55 o X P b 35 Sk B2 4% 1 32 AL JUT 5 1) B[] 2 A
ZERRIY , AT — UL M Xt iz BT 75 15F [B) K 29
20.04 ms, THRAT— UMM 5] 1h £k o5 3 32 550 1) B[] K 24
9221 ms, o B 4 P 55 R o I 55 T P B 44
FISR P 44 Pk, SCHR[12]-W 5 & MISCHk[12]-S 77
S0 R R SCHR [12] 7 B AT 55 P B 24 1 FLEL A
FH P B A PR VDA IE s % .

#z1 EFRMESHSHER

Tab.1 Performance analysis and comparison of each
scheme
UES T Te Te EfK B IE
WHR[12]-WHZE 3 0 4 ) 3Ty +8.84 ms
YHR[12]-SHZE 3 3 8 i 3Ty +77.8 ms
SCHR[131 %R 2 4 2 o 2Ty + 84.58 ms
SCHR[19TF % 2 0 8 o 2Ty +17.68 ms
VN 2 0 7 o 2TH +15.47 ms
4 & it
P 255 2 4 [) iU A 1 T IO TE 2k M 46 b, — B
JE NATRTERY M AT N T i R TC 2k Mesh ) 25 U1 48 A

UEAE AR TP RS Bl 47 A B RA ), 38 T — ok ] Ak
T B0 B %4 W E A VIR GIE )T 58, % 7 i ad 5
YT H IR S5 MRS T A2 5., R BOH T VI A GIE /Y

M 44, ik B A4 VI IR ROR , BEA Rl O3 % 7

Uity 1) B RA o DD AR S B 28 0k 2 W 48 Tt e e Ak, L

AR I 72 T8 52 4% 1 X2k 1w iz 5, fE A IR

NUERCRR I o TEAR ) LA Mg ik — DR 2

MO -Iab {CiliDRINTIR75 = N R7IE /SN oy 8

S 30k

[1]Fowler T.Mesh networks for broadband access[J].IEE Re-
view,2001,47(1):17-22.

[2] Akyildiz I F,Wang Xudong,Wang Weilin.Wireless Mesh
networks:A survey[J].Computer Networks,2005,47(4):
445-487.

[3]He Daojing,Chen Chun,Chan S,et al.Secure and efficient

handover authentication based on bilinear pairing functions[J].



523

W, S BT B E 24 I J0Z Mesh 9 45 1 44 DI AIE 7 5% 153

IEEE Transactions on Wireless Communications,2012,
11(1):48-53.

[4] Han Qi,Zhang Yinghui,Chen Xiaofeng,et al.Efficient and
robust identity-based handoff authentication in wireless net-
works[C]//Proceedings of the 6th International Conference
on Network and System Security (NSS’12).Wuyishan:
Springer,2012:180-191.

[5] Wan Zhiguo,Ren Kui,Preneel B.A secure privacy-pre-
serving roaming protocol based on hierarchical identity-
based encryption for mobile networks[C]//Proceedings of
the 2008 ACM First Conference on Wireless Network Se-
curity (WISEC).Alexandria:ACM,2008:62—67.

[6] He Daojing,Chan S,Guizani M.Handover authentication for
mobile networks:Security and efficiency aspects[J].IEEE
Network,2015,29(3):96-103.

[7]1Ren Wei.On the basic discussion of wireless network secur-
ity[J].Netinfo Security,2012(1):10—13.[{F-4, oLk M 45 2 4>
[] BT AR . T2 N 2% 22 4 (] A HR [ 1] A7 2 W0 2% 22 4>
2012(1):10-13.]

[8] Su Binting,Xu Li,Fang He,et al.Fast authentication mechan-
ism based on Diffie-Hellman for wireless mesh networks[J].
Journal of Shandong University(Natural Science),
2016,51(7):6-11.[HWEE, VT 1,07 R, %6 FE T Diffie-Hell-
man [ ICLMesh 4 2% PO ATESLH AT FE[T]. LI AR R 2725
#2,2016,51(7):6-11.]

[9] Xu Li,He Yuan,Chen Xiaofeng,et al. Ticket-based handoff
authentication for wireless mesh networks[J].Computer Net-
works,2014,73(C):185-194.

[10]Li C,Nguyen U T,Nguyen H,et al.Efficient authentication
for fast handover in wireless mesh networks[J].Computers
and Security,2013,37(3):124-142.

[11] Li Guangsong,Chen Xi,Ma Jiangfeng.A ticket-based re-au-
thentication scheme for fast handover in wireless local area
networks[C]//Proceedings of the 2010 IEEE 6th Internation-
al Conference on Wireless Communications Networking
and Mobile Computing (WiMob).Niagara Falls:IEEE,

2010:1-4.

[12] Yang Guomin,Huang Qiong, Wong Duncan,et al.Universal
authentication protocols for anonymous wireless communic-
ations[J].IEEE Transanctions on Wireless Communications,
2010,9(1):168-174.

[13] Tsai J,Lo N,Wu T.Secure handover authentication protocol
based on bilinear pairings[J]. Wireless Personal Communic-
ations,2013,73(3):1037-1047.

[14]Kim Y,Ren Wei,Jo J Y,et al. SFRIC:A secure fast roaming
scheme in wireless lan using ID-based cryptography[C]//
Proceedings of the 2007 IEEE International Conference on
Communications (ICC’07).Glasgow:IEEE,2007:1570—
1575.

[15] Zhu Haojin,Lin Xiaodong,Shi Minghui,et al. PPAB:A pri-
vacy-preserving authentication and billing architecture for
metropolitan area sharing networks[J].IEEE Transactions on
Vehicular Technology,2009,58(5):2529-2543.

[16] Fu Anmin,Zhang Yuqing,Zhu Zhenchao,et al.An efficient
handover authentication scheme with privacy preservation
for IEEE 802.16m network[J].Computers & Security,
2012,31(6):741-749.

[17] He Debiao,Chen Jianhua,Zhang Rui.An efficient identity-
based blind signature scheme without bilinear pairings[J].
Computers & Electrical Engineering,2011,37(4):444-450.

[18] Chaudhry S,Farash M,Naqvi H,et al.A robust and efficient
privacy aware handover authentication scheme for wireless
networks[J].Wireless Personal Communications,2017,
93(2):1-25.

[19]Islam S,Khan M.Provably secure and pairing-free identity-
based handover authentication protocol for wireless mobile
networks[J].International Journal of Communication Sys-
tems,2016,29:2442-2456.

[20] He Debiao,Chen Jianhua,Hu Jin.An id-based proxy signa-
ture schemes without bilinear pairings[J].Annals of Tele-
communication,2011,66(11/12):657-662.

(g & %)

D e S SR S S S S S S SR S S S R R S S R R S S SR SR S S S S S S S SR S SR S S i S SR S R SR R S SR

> o o o o

3|43 Xu Li,Wang Dongcheng,Su Binting,et al. Anonymous handover authentication scheme based on identity-based
blind signature for wireless mesh networks[J].Advanced Engineering Sciences,2018,50(2):148—153.[1F J1, EAGIK, T
JE, 55 FE T B B 244 1 JCZ Mesh M 28 [ 44 DI GIE 5 28 (1], TR R 540R,2018,50(2):148-153.]

> o ® *

A S S S S R R S S R SR R S S S e S S S S S S S S S S S S e S R S R S S S S S S S S S S S 2



